
 Primary privacy review: 
Data Access Agreement 

(DAA) – Romeo

 (If) Using contact 
information from FH 

system: Consent to Contact 
- Romeo

 Preliminary Privacy 
Assessments (PPA) - Power 

Apps

 Privacy Impact Assessment 
(PIA) – When to complete a 

PIA supported by Digital 
Patient and Provider 
Experience (DPPE). 

 Security 
threat risk 

assessments – 
STRA reach out 

to through 
email

 When to complete a 
Workspace PIA – Power 

Apps

 Adding external users: 
Collaboration 

Technologies team

Research Privacy Workflow Checklist

Use FH data for research (If) Add software to FH system
(If) Add 

software to FH 
system

(If) Use FH Microsoft license 
to store/share personal 
information for research

Privacy Department
IT Department Security Dep.

All research studies using FH system data for 
research must submit a DAA through Romeo. 
This process is separate from the REB. If 
research studies are using contact information 
from FH system data (originally collected for 
non-research purpose), to recruit for research, 
a consent to use contact information process 
must be uploaded with the DAA.

Questions? 
informationprivacy@fraserhealth.ca

A PIA or addendum is needed when a research 
study plans to: integrate any new and existing 
systems, programs, projects and activities into 
FH systems. Use FH system data, otherwise 
identifying or de-identifying, to contribute to a 
registry or data linkages. Any identifying 
information is leaving Canada. If a PIA is 
required, the privacy team will direct contact 
to DPPE.

Research teams can optionally use a 
Microsoft Workspace (Teams and 
SharePoint) to collaborate or temporarily 
store personal or health information within 
FH. This requires a FH Workspace PIA, a 
condensed version of FH’s PIA process. Its 
purpose is to detail the site administrator, 
members, and responsibility, beyond what 
the DAA encompasses. Once the Privacy 
Reviews, then IT processes the workspace 
requests if possible.

An STRA is typically only 
required when a PIA is 
also a requirement. A 
security assessment is 
separate from PIA to 
determine security risks 
to the organization. A 
PIA and STRA, if 
required, are completed 
by their relevant 
Portfolio Manager.

additional privacy reviews may also be required concurrently

https://pulse/work-essentials/privacy/Pages/Data-access-application-agreement.aspx
https://www.fraserhealth.ca/employees/research-and-evaluation/romeo-research-portal
https://www.fraserhealth.ca/employees/research-and-evaluation/romeo-research-portal
https://apps.powerapps.com/play/e/60885237-ada1-4373-bec8-c5f6c84cec45/a/42c4f67c-41cb-4dbf-a7e3-81e80472b7dd?tenantId=31f660a5-192a-4db3-92ba-ca424f1b259e&hint=8450f8e0-e11b-449e-933d-93d252bdf9d6&sourcetime=1711651257067&source=portal
https://apps.powerapps.com/play/e/60885237-ada1-4373-bec8-c5f6c84cec45/a/42c4f67c-41cb-4dbf-a7e3-81e80472b7dd?tenantId=31f660a5-192a-4db3-92ba-ca424f1b259e&hint=8450f8e0-e11b-449e-933d-93d252bdf9d6&sourcetime=1711651257067&source=portal
https://pulse/work-essentials/privacy/Documents/When%20to%20Complete%20a%20PIA%20(PI.16)%20v%202.0.pdf
https://pulse/work-essentials/privacy/Documents/When%20to%20Complete%20a%20PIA%20(PI.16)%20v%202.0.pdf
https://pulse/work-essentials/information-security/Pages/default.aspx
mailto:securityaware@fraserhealth.ca
https://pulse/work-essentials/computers-technology/Pages/Request-a-team-workspace.aspx
https://apps.powerapps.com/play/e/60885237-ada1-4373-bec8-c5f6c84cec45/a/807662f4-f51c-48b2-96f9-2dcefd0e8816?tenantId=31f660a5-192a-4db3-92ba-ca424f1b259e&hint=f575b350-99fe-4d5f-abc6-119fd63aea44&sourcetime=1727330069524
https://apps.powerapps.com/play/e/60885237-ada1-4373-bec8-c5f6c84cec45/a/807662f4-f51c-48b2-96f9-2dcefd0e8816?tenantId=31f660a5-192a-4db3-92ba-ca424f1b259e&hint=f575b350-99fe-4d5f-abc6-119fd63aea44&sourcetime=1727330069524
https://pulse/work-essentials/computers-technology/Pages/Contact-Collaboration-Tech.aspx
https://pulse/work-essentials/computers-technology/Pages/Contact-Collaboration-Tech.aspx
mailto:informationprivacy@fraserhealth.ca
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